
MIFARE Ultralight & Ultralight C
Hardwired Functionality

Renke Bienert,
CAS 2009



MIFARE Ultralight, BLID/CAS, 2008

CONFIDENTIAL

MIFARE Ultralight MIFARE Ultralight -- FeaturesFeatures
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Cascade Level 2
7 Byte Unique ID

Cascade Level 1
4 Byte Unique ID

ISO / IEC 14443-3

Anticollision:

C.WRITE = 16Byte Transfer
(Compatibility Write)

Typical Transaction Time

Identification &
 S

election P
rocedure

M
em

ory
O

perations

5 ms without collision

+1 ms for each collision

READ (16 bytes):   2.0 ms

WRITE (4 bytes):   4.6 ms

Idle

REQA
WUPA

POR

Halt

WUPA

SELECT
of Cascade level 1

Active

READ
of 16 Byte

HALT

Ready1

ANTICOLLISION

Ready2

ANTICOLLISION

SELECT
of Cascade level 2

WRITE
of 4 Byte

READ
from address 0

State Diagram

Note:  Not shown in this diagram: In each state the command interpreter returns to the Idle state if an unexpected command is received. If the IC has already
been in the Halt state before it returnes to the Halt state in such a case.

READ
from address 0

C. WRITE (4 bytes):   6.2 ms

UID Cascade Level:
1 = MIFARE Classic
2 = MIFARE Ultra Light
3 = 10 Byte UID

MIFARE Ultralight MIFARE Ultralight -- CommunicationCommunication

Important > Not shown in this diagram: In each state the comman d interpreter returns 
to the idle state if an unexpected command is recei ved.
If the IC has already been in the Halt state before  it returns to the Halt state.
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Request Idle

Anticollision loop
(cascade level 1)

Read Block 0

Collision
detected?

Run application

Take away  one 
card!! 

Returns only 
4 bytes of the UID.

Maybe 2 or more cards 
are selected.

Comments:

Select Card
(cascade level 1)

Select a MIFARE Ultralight

Request Idle

Anticollision loop
(cascade level 1)

Run application

Returns only 
4 bytes of the UID.

Maybe 2 or more cards 
are selected.

Comments:

Anticollision loop
(cascade level 2)

Returns the rest of 
the UID.

Only one card is selected.

Select Card
(cascade level 1)

Select Card
(cascade level 2)

According to ISO/IEC 14443: PCD without Double Size UID :
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Power On
RESET
(POR)

Identification
& Selection

(ISO 14443 A)

Anticollision*

Halt

Request Idle Request All
ISO REQA

ISO HALTSelect Card*ISO SELECT

ISO WUPA(ISO WUPA)

Power On
RESET
(POR)

MF UL Application InstructionsMF UL Application Instructions

Memory
Operations

Read Write

Application

C.Write

Read = „MF1K Read“
C.Write = „MF1K Write“
Write = „MF-UL Write“

* Anticollision & Select Cascade Level 1 and 2



MIFARE Ultralight, BLID/CAS, 2008

CONFIDENTIAL

MIFARE Ultralight – Block diagram

ISO / IEC 14443 A
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User Data Area

Write-Once Area

7 Byte Serial Number (UID)

;00�7�<�;00�!�=�0:�	��;���
�����.�������������>�.%� ?��#0�!)))*,*@

Read-Only Lock

READ-ONLY
LOCK

MIFARE Ultralight MIFARE Ultralight -- Memory MappingMemory Mapping
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MIFARE Ultralight – Lock Bits
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Lock bits: to „lock“ pages (read only, cannot be changed afterwards)

Block Lock bits: to disable or „block“ a change of lock bits
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MIFARE Ultralight – OTP Bytes

Read Page 3

=“FFFFFFFFhex”?

Rotate left by one

Write new value back into page 3

Access entry

yes
Refuse entry 
-> new ticket

no

Example: 4 times ticket

Page 3:
Byte          12          13          14          15

1111 0000 1111 1111 1111 1111 1111 0000

Page 3:
Byte          12          13          14          15

1111 0001 1111 1111 1111 1111 1111 0001

First use

Page 3:
Byte          12          13          14          15

1111 0011 1111 1111 1111 1111 1111 0011

2nd use

Page 3:
Byte          12          13          14          15

1111 0111 1111 1111 1111 1111 1111 0111

3rd use

Page 3:
Byte          12          13          14          15

1111 1111 1111 1111 1111 1111 1111 1111

Last use

Initialize: Write “F0FFFFF0 hex”
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MIFARE Ultralight – READ command
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MIFARE Ultralight – WRITE commands
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MIFARE Ultralight Read/Write Commands

UL Classic UL functionality

Read Read reads 16 Bytes
Write - writes 4 Bytes
C.Write Write transfers 16 Bytes, writes 4 Bytes 
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MIFARE Ultralight – two chip versions
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MIFARE Ultralight MIFARE Ultralight –– Delivery TypesDelivery Types
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Fully ISO 14443A compliant, up to part 3Fully ISO 14443A compliant, up to part 3

Unique 7 byte serial number Unique 7 byte serial number ISO cascade level 2ISO cascade level 2

Data Transfer 106 Data Transfer 106 kbit/skbit/s

True anti collision supportedTrue anti collision supported

High data integrity: 16 bit CRC, parity per byte, bit coding, biHigh data integrity: 16 bit CRC, parity per byte, bit coding, bit count checkt count check

512 Bit EEPROM, organized in 16 pages of 4 bytes 512 Bit EEPROM, organized in 16 pages of 4 bytes 

Field programmable readField programmable read--only lock function per pageonly lock function per page

32 bit One Time Programmable (OTP) area32 bit One Time Programmable (OTP) area

384 bit Read/Write area available for user data384 bit Read/Write area available for user data

Data retention of 5 yearsData retention of 5 years

Write endurance 10K cycles Write endurance 10K cycles 

MIFARE Ultralight MIFARE Ultralight –– FactsFacts
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MIFARE Ultralight C Features

1536 bit total memory

1184 bit user memory

36 pages user data

Compatible with Ultralight

Locking to read only per block

16 bit counter (in addition to the OTP)

Data retention: 5 Years

Number of Read/Write cycles: 10k
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MIFARE Ultralight C
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MIFARE Ultralight C memory Pages 0-15
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User Data Area

Write-Once Area

7 Byte Serial Number (UID)

Read-Only Lock

READ-ONLY
LOCK

First 15 Pages: same as Ultralight
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MIFARE Ultralight C memory Pages 16-39

Userdata

All Pages 4 to 39 (04 hex to 
27hex) are initally set to 00 00 
00 00 hex

All Pages 4 to 39 (04 hex to 
27hex) are initally set to 00 00 
00 00 hex
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MIFARE Ultralight C memory Pages 40-47

UL2 Lockbits „Lockbits“

16 byte Triple DES Key

16 bit Counter Counter

RFU must be 00!

AUTH0:      Defines first Page, which requires an Authen tication.AUTH0:      Defines first Page, which requires an Authen tication.

AUTH0AUTH0

AUTH1

AUTH1:     bit0=1: Only Write requires Authentication
bit0=0: Read and Write requires an Authentication
bit1~7:  Negligible

AUTH1:     bit0=1: Only Write requires Authentication
bit0=0: Read and Write requires an Authentication
bit1~7:  Negligible

AUTH1
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MIFARE Ultralight C example

Reading and writing Pages from 05hex to 27hex 
require an Authentication.

AUTH0 = 05hex
AUTH1 = 00hex

All Pages can be read without Authentication.
Writing Pages from 22hex to 27hex requires an 
Authentication.

AUTH0 = 22hex
AUTH1 = 01hex
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MIFARE Ultralight C Lockbits
Page 40, Bytes 0 and 1

L
36
…
39

L
32
…
35

L
28
…
31

L
24
…
27

L
20
…
23

L
16
…
19

L
44
…
47

L
43

Auth1

L
42

Auth0

L
41

Count

BL
bit
5-7

BL
bit
1-3

BL
bit
Key

BL
bit

Auth1

BL
bit

Auth0

BL
bit

Count
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Lock bits: to „lock“ pages (read only, cannot be changed afterwards)

Block Lock bits: to disable or „block“ a change of lock bits
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MIFARE Ultralight C Counter

Counter, Page 40 (29 hex)
– Initally set to 00 00 hex
– Can be set once to any start value using the write command (Write or

C.Write)
– Can only be incemented (using Write or C.Write)
– Minimum Increment is 1 (00 00 00 01 hex)
– Maximum Increment is 15 (00 00 00 0F hex)
– Can be locked
– Counts up to max FF FF hex.

Reset MIFARE Ultralight after Counter Incement
to validate the new Counter value!

Reset MIFARE Ultralight after Counter Incement
to validate the new Counter value!
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MIFARE Ultralight C Authentication

CARDREADER

Send Authenticate command

AUTHENTICATE

3DES
CRYPTO UNIT

3DES
CRYPTO UNIT

3DES enciphered key RndB��� �
GENERATE

8 byte Random RndB,
Encipher with key

3DES enciphered key RndA’��� �

Encipher chain
VERIFY RndB’,
Generate RndA’

Encipher with key

33--pass Mutual Authenticationpass Mutual Authentication

Decipher RndB
With same key

Generate RndB’
GENERATE 8 byte RndA

Concat RndA RndB’
3DES Decipher chain 

3DES enciphered chain of RndA+RndB’ ��� �

Decipher RndA’
VERIFY RndA’

Set Authenticate State
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How to add Crypto in existing MIFARE UL-systems

existing new

MIFARE UL ticketMIFARE UL ticket MIFARE UL C ticketMIFARE UL C ticket
Replace with

During personalisation: 
• Write a (diversified) 3DES key 
• Lock the 3DES key

MIFARE UL readerMIFARE UL reader MIFARE UL C readerMIFARE UL C reader
No change

MIFARE UL readerMIFARE UL reader
MIFARE UL C system
with Clone Check

MIFARE UL C system
with Clone Check

Add 3DES 
authentication

Add Clone-Check to the system 
(or parts of the system):

Add Clone-Check to the system 
(or parts of the system):
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How to use Crypto in existing MIFARE UL-systems

Optional 
Clone Check
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Existing standard 
MIFARE Ultralight
application
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